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IN THE CLAIMS 

This listing of the claims will replace all prior versions and listings of claim in R£Q£|y£Q 
the present application. CENTRAL FAX CENTER 

Listing of Palms JAN 2 9 2007 

1 . (currently amended)A method of detecting invalid memory access used 
in a computer which executes a language system having a specific memory 
management function; a first program code that is executed under the control of the 
language system, and that accesses a first memory area reserved by the language 
system; and a second program code that is directly executed under the control of 
OS, and that accesses a second memory area reserved by the OSt. wherein the first 
program code and the second program code have such an interrelationship that the 
first program code is a calling program code while the second program code is a 
program code invoked bv the first program code, and wherein said method executed 
by the language system detects invalid memory access to the first memory area 
caused by the second program code, said method executed by the language system 
comprising the steps of: 

allo w in g -said langu a ge system te s et setting the memory protection of the first 
memory area before the first program code calls the second program code; 

calling and executing the second program code from the first program code : 
when a memory protection exception occurs, notifying of invalid memory 
access caused by the second program code to outside; and 

when the execution of the second program code ends and the control returns 
to the language system, disabling the memory protection of the first memory area. 
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2. (original) A method of detecting invalid memory access according 
to Claim 1, wherein: 

when said memory protection exception occurs, if it is detected that the first 
program code performs normal memory access to the first memory area l said 
language system disables the memory protection to allow the normal memory 
access, and then enables the memory protection again. 

3. (original) A method of detecting invalid memory access according 
to Claim 1, wherein: 

if the first program code is executed under the multithread control, said 
language system suspends the execution of other threads while a certain thread 
calls the second program code. 

4. (currently amended) A method of detecting invalid memory 
access used in a computer which executes a language system having a specific 
memory management function; a first program code that is executed under the 
control of the language system, and that accesses a first memory area reserved by 
the language system; and a second program code that is directly executed under the 
control of OS, and that accesses a second memory area reserved by the OSi A 
wherein said method executed by the language system detects invalid memory 
access to the first memory area caused by the second program code, said method 
executed bv the language system comprising the steps of: 



with the contents of the first memory area before the first program code calls the 
second program code; 




^ saving code information associated 
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calling and executing the second program code from the first program code : 
when the execution of the second program code ends and the control returns 

to the language system, judging whether or not code information associated with the 

contents of the first memory area coincides with the saved code information; and 
if the code Information associated with the contents of the first memory area 

does not coincide with the saved code information, notifying of invalid memory 

access caused by the second program code to outside^ 

wherein, when it is detected that while the second program code is called the 

first program code normally updates the first memory area, said language system 
updates the saved code information based on code information associated with 
contents of the first memory area updated. 

Claim 5 (canceled). 

6. (original) A method of detecting invalid memory access according 
to Claim 4, wherein: 

if the first program code is executed under the multithread control, said 
language system suspends the execution of other threads while a certain thread 
calls the second program code. 

7. (currently amended) A program used i n a computer wh i ch 
e xecutcs computer readable medium having a computer program recorded thereon 
for execution on a computer for realizing a language system having a specific 
memory management function; a first program code that is executed under the 
control of the language system, and that accesses a first memory area reserved by 
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the language system; and a second program code that is directly executed under the 
control of OS, and that accesses a second memory area reserved by the OS^ 
wherein the first pr ogram code and the second program code have such an 
interrelationship that the first program code is a calling program code while the 
second program code is a calling program code invoked by the first program code, 
and s ai d program a ll ow i ng said computer to oxocuto l ang u a g e syst e m's functions of 
d e t e cting the language system detects invalid memory access to the first memory 
area caused by the second program code t. the computer program causing the 
computer to perform the following method steps: 
wh e r e in s aid compute r e xe c utes the funct i ons of: 

setting the memory protection of the first memory area before the first 
program code calls the second program code; 

calling and executing the second program code from the first program code : 

when a memory protection exception occurs, notifying of invalid memory 
access caused by the second program code to outside; and 

when the execution of the second program code ends and the control returns 
to the language system, disabling the memory protection of the first memory area. 

8. (currently amended) A program computer readable medium 
according to Claim 7, a ll ow i ng the computer to oxocuto tho funct i on s the computer 
program further caus ing the qpmputer to perform the method ?tep of: 

when said memory protection exception occurs, if it is detected that the first 
program code performs normal memory access to the first memory area, disabling 
the memory protection, allowing the normal memory access, and enabling the 
memory protection again. 
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9. (currently amended) A program computer readable medium 

according to Claim 7, o l low i na tho computer to oxocuto tho funct i on the computer 

pjogrgm further reusing the gpmpute r to perform the method step of; 

if the first program code is executed under the multithread control, suspending 
the execution of other threads while a certain thread calls the second program code. 

10. (currently amended) A program usod in a computer which 
oxocutos computer readable medium having a computer program recorded thereon 
for execution on a computer for realizing a language system having a specific 
memory management function; a first program code that is executed under the 
control of the language system, and that accesses a first memory area reserved by 
the language system; and a second program code that is directly executed under the 
control of OS, and that accesses a second memory area reserved by the OSf , sa i d 
program al l ow i ng sa i d computer to execute l anguage system's functions of dotocting 
wherein the language system detects invalid memory access to the first memory 
area caused by the second program code r, the computer program causing the 
computer to perform the following method steps of: 

— whore i n said comput er e x e cut e s th e function s of: 

saving code information associated with the contents of the first memory area 
before the first program code calls the second program code; 
j calling and executing the second program code from the first program code : 

when the execution of the second program code ends and the control returns 
to the language system, judging whether or not code information associated with the 
contents of the first memory area coincides with the saved code information; and 
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if the code information associated with the contents of the first memory area 
does not coincide with the saved code information, notifying of invalid memory 
access caused by the second program code to outsider, 

wherein, when it is detected that while the second program code is ca lled the 

first program code normally updates the first memory area, said language system 
updates the saved code information based on code information associated with 
contents of the first memory area updated. 

Claim 1 1 (canceled). 

1 2. (currently amended) A progrom computer readable medium 
according to Claim 10, a l low i ng tho computortho funct i on the computer program 
further causing the computer to perform the method step of: 

if the first program code is executed under the multithread control, suspending 
the execution of other threads while a certain thread calls the second program code. 

13. (currently arnended)A language system used in a computer which 
executes a language system having a specific memory management function; a first 
program code that is executed under the control of the language system, and that 
accesses a first memory area reserved by the language system; and a second 
program code that is directly executed under the control of OS, and that accesses a 
second memory area reserved by the OS t, wherein the first program code and the 
second program code have such an Interrelationship that the first program code is a 
program code invoked by the first program code, and wherein said language system 



PAGE 10/35 1 RCVD AT 1/29/2007 4:33:31 PM [Eastern Standard Time] * SVR:USPT0-ff XRF-2/1 2 * DNIS:2738300 1 CSID:703 684 1 157 1 DURATION (mm-ss):09-22 



01-29-' 07 16:32 FROM -Mat tingly, St anger 703-684-1157 T-239 P011/035 F-870 

U.S. Application No. 10/829,205 

detects invalid memory access to the first memory area caused by the second 
program code, said language system comprising: 

means for setting memory protection of the first memory area before the first 
program code calls the second program code, for calling and executing the second 
| program code from the first program code , and for notifying of invalid memory 
access caused by the second program code to outside when a memory protection 
exception occurs; and 

means for disabling the memory protection when the execution of the second 
program code ends and the control returns to the language system. 

14. (original) A language system according to Claim 13, further 
comprising: 

means, when said memory protection exception occurs, if it is detected that 
the first program code performs normal memory access to the first memory area, for 
disabling the memory protection, allowing the normal memory access, and then 
enabling the memory protection again. 

15. (original) A language system according to Claim 13, further 
comprising: 

means, if the first program code is executed under the multithread control, for 
suspending the execution of the other threads while a certain thread calls the second 
program code. 
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